Abstract
Introduction
Forensic science plays a significant role in crime detection, policing and the criminal justice system (CJS). Increasingly government [1, 2, 3] , societal drivers [4, 5, 6] , police priorities [7] and advances in science and technology [8, 9] are demanding, as well as providing opportunities, for the impact and potential role of forensic science to be expanded, evaluated and assessed further.
The objectives of forensic science, in terms of desired outcomes, can be considered to include: bringing offenders to justice, exonerating the innocent and detecting crime. However, its goals should also be considered to extend beyond these primary objectives to, ensuring efficient and effective investigations, enhancing the police's ability to detect and reduce crime and the better understanding of criminal practice, e.g. by understanding the networks, supply chains, processes and techniques involved in committing crime. In addition, in achieving these objectives forensic science also has an overarching aim to ensure its application and use is proportionate to societal concerns and priorities, particularly in respect of the use of biometric markers and retention of related information.
These objectives lead to the benefits of reduced fear of crime; reduction in crime through the increased chance of detection; economies through the improved cost effectiveness of investigations; better informed decision making at a strategic level and increased public confidence in the CJS. In addition, the role of forensic science in increasing, as well as maintaining, public confidence in policing and the CJS is also being recognised and explored.
Forensic science, in its broadest sense, is the application of science to the law and comprises two main elements: the use of scientific methodology and practice to answer questions of interest to support the investigation of crime; and its application within, and to support, the forensic process, e.g. in the assessment, location, recovery, recording, analysis, interpretation and presentation of evidence. It can be further defined as the application of scientific and medical methodologies and techniques to address six key questions (who, why, what, where, when & how) by producing forensic information which can identify, type, associate, condition and provide situational information; to support the detection, reduction and prevention of crime and the successful administration of justice.
Identify -to establish, from material associated with a crime, the likely identity of: an unknown person through some form of biometric such DNA or fingerprints; or a specific substance/object -e.g. a specific drug; the gun that fired the bullet or, in the case of physical fits -'this has come from that'. It should be noted that when establishing identity there is usually something to compare directly against (a DNA profile, bullet from the scene against a test fire from a weapon, two pieces of the same material).
Type -similar to identification but where only limited information (general characteristics) can be established from material associated with a crime -in the case of a person this might be gender, likely hair colour etc. In the case of substances/objects this might take the form of assigning the substance/object to a class -e.g. this bullet was fired from a 9mm calibre weapon or these fibres could have come from a carpet. Characteristics can be established from a single entity without the necessity of comparing directly against something.
Association -information that provides evidence of a link between two or more 'things' that have the same configuration and/or composition -e.g. the same DNA profiles present at two scenes, fibres at the scene that could have come from a suspect's garment and that could therefore link the suspect to the scene. Links require the comparison of two or more entities from different situations.
Condition -information that establishes a condition, usually relating to the nature of an offence. For example, the level of alcohol in a blood sample that demonstrates that the person was driving over the prescribed limit, evidence that a substance is a controlled drug, evidence that a firearm is a prohibited weapon.
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Northumbria University, Feature: Role of Imaging, Sensing, Identification and Authentication Technologies situation -information that suggests or supports a scenario/a specified activity/sequence of events etc. For example, the finding of a significant number of particles of glass on the upper garments of a suspect suggests that the suspect has been in recent contact with broken or breaking glass; the appearance of a bloodstain may suggest that it has arisen through an act of violence.
Although, it could be argued that the primary role of forensic science is to provide forensic information which directly supports the investigation, i.e. by supporting the identification of the offender, building a case, securing a charge and enabling an outcome; forensic science also plays other significant roles in providing intelligence to support the investigation itself, as well as:
• providing information to support future investigations e.g. through the population of biometric and evidential databases • providing information which can link outstanding and future crimes • providing information which can support the better understanding of criminal practice and contribute to crime reduction/ prevention interventions/initiatives All of these roles raise issues in relation to: the potential use and impact of forensic science; databases; retention of data; ethical concerns etc., but they also highlight the wider role forensic science can play. In particular, the emergence and possible incorporation (in relation to thinking, use and organisation) of new and previously non-traditional forensic discipline areas such as digital forensics, facial recognition technologies and techniques mean that the scope and boundaries of forensic science is expanding -especially when one considers the increasing use and development of Imaging, Identification and Authentication technologies, which support the capture, identification and authentication of biometric markers and individuals.
This expansion also raises questions, as well as providing opportunities, in regard to the potential role of this technology in supporting the use and impact of Forensic science, e.g. in relation to exploring the relevance, and potential, of areas such as CCTV, ANPR and Biometrics.
In addition, the wider contribution science and technology makes to maximising the potential for Forensic science to be used effectively is of interest e.g. to support evidence capture, alert to crime, evidence transmission, crime location etc.
The role of imaging, sensing, identification and authentication technologies in extending the capabilities and boundaries of Forensic science Biometrics -At a recent conference Biometrics: the future at our fingertips Professor James Wayman, defined Biometrics as "the automated recognition of individuals based on their physical or behavioural characteristics" and in doing so he also highlighted the importance of the word recognition; in that Biometrics is about recognising humans from their physical and behaviourial attributes, not about deception, intent, identifty or indentification. "Biometrics is about recognition; who you are is a different story entirely" [10] . The police use technologies based on Biometrics in a number of different ways within forensic science; to support forensic science; and to more generally support policing and law enforcement, to: i. support the ablility to identify perpetrators of crime through the comparison of biometric information contained within a scene image, physical scene or even virtual scene e.g. key-stroke analysis.
ii. provide information to support the future investigation of crime through the population of forensic information databases. The UK already has large biometric databases for fingerprints and DNA profiles, which can be used to support the identification of a suspect, from evidence left at a crime scene; and there is obvious potential to expand and link their use further. iii. support the ability to 'check' or reveal the identity of suspects in police custody/'on street' . iv. support the access or restriction of individuals in relation to a location, service etc. for example, the use of biometric characterisitcs. Iris recognition is well known particulalry in the context of airport security and increasingly fingerprint and facial recognition systems are being used in schools and industry to authenticate identity and to permit/restrict access to places or services. Clearly, the first two areas of Biometrics, directly involve the use and impact of forensic science and there is considerable scope to extend further. The third area provides an example of applications of technology which support the use and effectiveness of forensic science, but which are outside the boundaries of forensic science. The fourth area demonstrates the potential for this technology to be developed futher in areas such as dealing with persistent and prolific offenders, sex offenders, football hooligans where opportunties exist to restict and monitor movement.
Current research in the areas of Biometrics is extensive and covers the morphological characteristics, i.e. fingerprint, iris, facial and otoacoustic recognition as well as the activitiy ones i.e.voice recognition, signature verification, gait recognition; footstep recognition and keystroke recognition; as well as dealing with: the use of biometrics at a distance (line of sight and networked); attacks and countermeasures; privacy v security issues; accuracy improvements; usability and exception handling; robustness of person identification; datasets; social context of biometrics; and continuous biometric monitoring [11] . Imaging -In broad terms the police service utilises imaging technologies (directly and indirectly) in a variety different ways. Directly, it uses it: i. to capture information/evidence contained within a crime scene e.g. fingerprints, footwear as well as the crime scene itself ii. for crime detection/prevention purposes in monitoring public places e.g. football grounds, railway stations, city centres etc. iii. in surveillance operations to support the prevention and detection of crime iv. to monitor roads to prevent and detect crime e.g. speed cameras, ANPR v. within the field of Digital forensics to image evidence sources such as hard drives In addition the police service also benefits from (and is challenged by the use of) imaging technologies which are used by other stakeholders. Examples include public and private space CCTV, owned and operated by local authorities, businesses, householders etc and individuals capturing crime images i.e. mobile phones, digital camera etc.
All of these applications are of interest within forensic science as they have the potential to comprise the first stage of the forensic process e.g. capture of evidential material. An increasing challenge for the police, in harnessing their potential, is how they should be used to greatest effect and integrated into the forensic process, particularly given the challenges and issues of dealing with the use and ownership of this technology outside of the police.
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explosives, accelerants, drugs, biological fluids, DNA etc. at the crime scene and within the laboratory environment and as such are fundamental to forensic science. Much research is underway both within forensic science and other fields, such as counter terrorism and border control such that capabilities are likely to improve significantly in the future.
For example, researchers at King's College, London are involved in an EPSRC funded project "Light up" to produce a solution which, when sprayed on items of forensic potential, will cause any traces of blood, semen or saliva to fluoresce, so that forensic scientists are readily able to identify where the body fluids are located (and importantly, which ones are present) so that they can remove them for DNA profiling [12] . In addition to improving crime scene and laboratory examinations and results, developments in this area also offer the potential for police forensic practitioners of the future (including police officers) to carry out a range of detection and screening tests on the street, as they perform their usual duties.
Extending the boundaries and enhancing forensic science capability
The development and proliferation of imaging technologies (e.g. CCTV, mobile phone, ANPR), sensing/detection technologies (e.g. chemical, biological, radiological, nuclear sensors) and identification/ authentication technologies which support the image capture, identification and authentication of biometric markers and individuals, provide opportunities, and raise questions, in regard to their potential role in supporting the use and impact of Forensic science.
Digital forensics, now a key discipline within forensics, enables the forensic process to be viewed as starting from the point at which the crime is committed, through the provision of a real time scene image. Traditionally, the use of forensic science has only been triggered once a crime has been committed and recognised. However, the potential for forensic science to be triggered before a crime is formally recognised, and even at the onset of potential criminal activity, needs to be fully recognised, alongside its potential role in supporting crime prevention/reduction.
For example, the use of technology to detect and alert to potential fraud, as demonstrated by systems for monitoring and interpreting patterns of credit card use, provides a model for exploring the wider potential for science & technology to 'alert to crime' and to bring forensic science to bear at the earliest opportunity to maximise the potential for securing evidence for analysis and interpretation.
It has been demonstrated [13] that as well as supporting crime prevention, imaging technologies, such as CCTV, ANPR and mobile phones, but not exclusively, can be used to support the real time capture of crime scenes and the evidence within, such that the evidence can be subsequently (or potentially real-time) analysed and interpreted. If coupled or integrated with Biometric and other technologies ( such as GPS) these combinations could offer the potential to develop systems which provided an 'alert to crime' and that could recover, analyse and interpret 'forensic evidence'; and that would not only automatically report a crime and its location, but also identify and locate the offender. This potential has already been recognised, in relation to the use of CCTV (and the National CCTV Strategy calls for the greater integration and consideration of CCTV in relation to Forensic science) but there are opportunities to enhance and expand further [14] . Therefore extending the police thinking and boundaries of forensic science, to include 'alerts' to crime with forensic potential and considering the role of Biometrics in supporting identification and linking crimes, enables new areas and activities to be considered from:
• Recognising a crime -by designing in forensic science to maximise opportunities to provide an early alert to a crime, being committed or about to be committed, which is known to contain forensic potential, through systems such as: o intruder alarm, which is activated as a result of an unknown biometric being introduced into a protected area o intelligent CCTV which alerts as a result of 'unusual' behaviour and identifies and/or 'marks' (with a chemical tag) a subject of interest o 'alert' to crime and chemical/biometric CCTV activated as a result of a particular substance being detected o ANPR notify crime and capture image of driver e.g. driving without insurance, whilst banned etc.
• Understanding the crime -e.g. the ability to remotely (real time) receive crime scene information and to assess, evaluate and analyse e.g. multi-media 999 service, real-time feed of visual/ chemical/biological scan data to 'police/forensic tasking and co-ordinating centre' before a CSI is in attendance • Securing the evidence -e.g. the ability of victims of crime/ first on scene/referral points or remote systems to 'recover' forensic evidence which can be used for evidence in court as well as investigation/intelligence purposes. Individuals are already capturing crime scene information through mobile phones • Identifying the subject e.g. including the real-time location of known and unknown offenders -by maximising the amount of high utility forensic material and opportunities to link with offender and real time locate -recognising that they may require multi agency/multi responder (i.e. not necessarily CSI) approach. Capabilities in this area could be developed to tackling other areas such as dealing with re-offending, prolific and persistent offenders It could be argued that the above possibilities represent "Ultimate Real Time Forensics" i.e. delivering real-time location, analysis and identification capability at source (and point of crime).
How far can and should the boundaries extend? The measurement and control of the generation, distribution and use of energy must rank high in the job descriptions of many Institute members. This book offers a very readable, and at times highly entertaining, overview of the issues involved in making the transition from being substantially dependent on fossil fuels, towards a sustainable mix of energy sourcing and use. The author, David MacKay, Professor of Physics at the University of Cambridge, (and recently appointed chief scientific advisor to the Department of Energy and Climate Change), takes 'numbers not adjectives' as a starting point for his discussion.
The introduction offers compelling evidence that adding 'without the hot air' to his title is justified, as for example when in 2006 two proposed programmes were announced by the government, and the nuclear one was criticised on the grounds 'that it could only ever reduce emissions by about 4% at some time in the distant future' whereas the wind one was welcomed because if 'would allow the building of offshore wind turbines 'enough to power all UK homes. ' In fact both would deliver about 10GW, or about 4 kWh per person per day.
Each of the major uses of energy (cars, planes, heating and cooling, light, food and farming, etc) he reduces to kWh per person per day (or kWh per 100 passenger-km for transport). Clumsy-seeming to start with, this is in fact very effective and makes understanding and analysis far easier than the usual muddle of kilowatt-hours, litres, BTUs, barrels, tonnes and so on.
Renewable energy sources are methodically reduced to mean power available per square metre of land (or sea) required. That these mean powers for the United Kingdom are usually just a few Watts per square metre illustrates a major difficulty in effectively using renewables such as wind, solar, hydroelectric and biofuels.
With consistent and comprehensible units to hand, MacKay then builds up two stacks: a red stack for energy consumption and a green stack for sustainable energy generation. Accepting that sooner or later these need to be balanced, some consequences become readily obvious. Domestically building insulation needs to be significantly improved, and heating needs to be electrified, probably by the widespread use of air-source heat pumps.
Other measures are more contentious, but the author takes care not to let politics encroach and the book includes a selection of 'energy plans. ' (For example these plans address how sustainability might be achieved with and without use of nuclear power.)
In comparing alternate modes of transport, MacKay also examines the underlying factors that set efficiency limits, usually by the thoughtful application of a mix of common sense and very basic physics. He shows why there is little prospect of air travel becoming significantly more energy efficient (and in passing shows why the range of a jumbo jet is more or less the same as that of an albatross!)
The book is very well illustrated, and the algebra, the physics and the engineering are restricted to the Technical Chapters (in effect appendices) that make up the last 90 or so pages. In these, both the data from which conclusions are drawn, and the methods and arguments by which they are reached are clearly exposed.
Strongly recommended, and anyone wishing to dip into it can, with the encouragement of the author, download it or parts of it from www.withouthotair.com, although it will cost you significantly more to print out than to buy. • How might the greater use of Biometrics in other areas influence/ affect police usage and public concerns e.g. the use of fingerprint, facial and iris recognition in schools, construction sites, airports ; and the possible national introduction of ID cards • Which technologies should be prioritised, supported, explored?
In addition, in addressing the areas above, it is important to highlight how future forensic priorities should be identified i.e. the thinking should not be too focused on what forensic science can do, though there is a need to highlight the possibilities, but instead should identify how it can be used to best effect, by whom, how, where and when such that it makes an impact and provides clear benefits i.e. direct cost savings; reduced investigation time; increased detections; increased 'cold' hits; shorter time to arrest; improved public confidence; new links to outstanding crime; and early intervention.
